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UNCLASSIFIED//LAWENFORCEMENT SENSITIVE 

INVESTIGATION 

(U//FOUO} FBl's Ability to Legally Access Secure Messaging App Content and Metadata 
(U//LES-) As of' November2020,_the•FBl's_ability to legaJly access secure content on leading messag;jng applications is depicted below, including details.on accessible information based on-the applicable legal process. Return data provided 
by the,compi3nies listec;I below, with the txc;ep.tion of WhatsApp, are ~ctu,;1lly lpgs of latent data that. ar:e pn?vided to law ~nforcem,ent in a npn-r:eal-time manner and may impact )nve~tigation:s due to delivery delays.. 
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(U) LAW ENFORC:E~ENT SENSJ'i;JVE: T,be i.nformatjonrn;irked (U/ /~~~ jn thi~ dqeument,i~ the prope:r:t}' of~Bl an9" lllp.y be flistnbu.te_d ")!ithin the Fecle,i:-:d 4ov.~pment (and it;s \~ntra.c~prs), US jn~J~ig~nce, law enforcem~nt, publi,~ saf~ty or pri;,tectiqn officials and iJ1divid,uals 
with a need ta know, Distribution beyond th1?Se entities without FBI authoriz:atioll is prohibited. Prei:;autions sbmtld be taken to ensure tJris information is stored and/ or. de-strayed in a. manner-that pre.dudes unauthorized ae~ess. Information. beadngthe J,ES caveat may not be 
m;(;!d in l.i;g-4-i·prm:ee(ijl)gS'"withuutfin.treceivingq.uthorizatiunfrom the origiuatingc1g.eney, Recipieuµ; .µ-e prohibited from sut>st:q¼ently pl'.1st.inithe infoniJ.ati.011.11'.)#rk.ed !...KS oo ;:1w-ebsite orM uni;lassified.nc:twork 
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